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«[FinTech] is already reshaping large financial services markets in
ways that deliver BENEFITS for consumers, but that can also magnify

existing RISKS and detriments, as well as introduce new ones»

Banking on the Future: An exploration of
fintech and the consumer interest,
Consumers International, 2017
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BENEFICIOS
para oS Conveniéncia

consumidores

Novos
Servicos

Menores Produtos
Custos Personalizados

Ubiquidade




NOVOS RISCOS

SEGURANCA PRIVACIDADE DOS DADOS
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“Consumers’ financial and personal information should be
protected through appropriate control and.protection mechanism”

— Principle 8 Protection of Consumer Data and Privacy
G20 High-Level Principles on Financial Consumer Protection (2011)

“Financiallyexcluded and underserved groups, in‘particular, face
diverse consumer risks specific to digital financial services. They
include: (%) madequate security.of systems”

“ G20 High-Level Prmc:ples for D/gltal Financiallnclusion (2016)

“The néed for effectlve financial consumer protectlon is more

lmportant than ever”
G20/0E CD Policy Guidance Financial Consumer Protection

Approaches in'the D/g/tal Age (2018)

P Y
® 5 Ciberseguranca - o contributo da supervisao comportamental ® Maria Lucia Leitdo N 3 junho 2019



SEGURANCA
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In 2014, JP Morgan Chase, the largest retail bank in the United States, was the
VICTIM OF A HACK that compromised the data of more than half of all US

households — 76 MILLION — plus 7 million small businesses

In 2014, the data of 20 MILLION INDIVIDUALS - 40% of the Korean population — were
stolen from three Korean credit card companies (KB Kookmin Bank, Lotte Card and
Nonghyup Bank). Personal dataincluded identification numbers, addresses

and credit card numbers

In 2016 Tesco Bank, British retail bank, WAS VICTIM OF A CYBER-ATTACK affecting 8.261
out of 131.000 Tesco Bank personal current accounts

In 2017, HACKERS STOLE THE PERSONAL DATA of nearly

150 million people from the databases of Equifax, a consumer-reporting
agency
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A ciberseguranca esta na agenda internacional a nivel mundial
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A promoc¢ao da seguranca tem sido uma preocupacao do legislador europeu

PAYMENTS SERVICE

DIRETIVE 2 (PSD2) FINTECH ACTION PLAN
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DIRECTIVES
m EUROPEAN
DIRECTIVE (EU} 20152346 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL COMMISSION

o 15 Nowamber 1015
rricaz in marka, smanding Dirscriva 300165EC. 009/110EC and
PRI/ I4EY and 1 1.,.h.-. [EU) Mz 10932016, snd r-\nlmg irscrive 2007/64/EC
(Tazz with EE4 relavance) Brussels, 8.3.2018
COM(2018) 109 final

THS ELHOTEAN PARLIAMENT AMD THS COUNCIL OF THE SUHOTEAN LMION,

Hisviag rugd o2 tha Trassy o2 dhe Funssioning of the Sapesn Unise, snd in pasicdar Amice 114 thareat,
COMMUNICATION FROM THE COMMISSION TO THE EUROPEAN.
Fisving ruged o2 tha prapazal fram the Surapesn Commissios, PARLIAMENT, THE COUNCIL, THE EUROPEAN CENTRAL BANK, THE
EUROPEAN ECONOMIC AND SOCIAL COMMITTEE AND THE COMMITTEE
OF THE REGIONS
e sramamizzian of che draft bgislasive 20z oo she nasional perlismanss,

FinTech Action plan: For a more competitive and innovative European financial sector
- *M“"\ 'o"-‘ ’\
tiriag g o o oo

Harving roged o the ﬁ W_ ——

o— .} -2 2 i, o

EN EN

SOMETHING YOU DWH

9 Ciberseguranga - o contributo da supervisdo comportamental ® Maria Lucia Leitdo

REGULATORY TECHNICAL STANDARDS FOR

STRONG CUSTOMER AUTHENTICATION

13.3.2018 =1 Official Journal of the European Union L6923
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A promoc¢ao da seguran¢a é uma preocupacao do legislador europeu

DIRETIVA DOS
SERVICOS DE
PAGAMENTO 2

122015 = Official Jowmal of the Eurcpasn Usies

DIRECTIVES yor
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A promoc¢ao da seguran¢a é uma preocupacao do legislador europeu
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* Desde 2015, os prestadores de servicos de
pagamento devem cumprir com 0s
requisitos de autenticacao forte definidos
nas EBA Guidelines on the security of
internet payments

* A DSP2 torna este cumprimento obrigatoério

v’ Servicos de pagamento seguros
constituem “uma condig¢éo indispensavel
para o bom funcionamento do mercado
de servicos de pagamento”
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A promoc¢ao da seguran¢a é uma preocupacao do legislador europeu

Os prestadores de servicos de pagamento devem:

* Disponibilizar mecanismos de autenticacao
forte ao consumidor

* Reportar os incidentes de seguranca

* Adotar medidas e mecanismos adequados a
gestao do risco operacional e de seguranca

* Dotar-se de mecanismos de detecao de

pagamento nao autorizados ou fraudulentos

(Commission Delegated Regulation (EU)
2018/389)

@ 13 Ciberseguranga - o contributo da supervisdo comportamental ® Maria Licia Leitao 3junho 2019



HCONCt INTERNATIONAL FINANCIAL CONSUMER PROTECTION ORGANISATION

MEMBERSHIP

ORGANISATIONAL NEWS AND
STRUCTURE EVENTS

TOPICS RESOURCES

SUPERVISORY
TOOLBOX

Publications

Newsletters

Annual reports

FinCoNet Report on Digitalisation of Short-term, High-
cost Consumer Credit: Guidance to Supervisors, 2019

FinCoMet Report on Digitalisation of Short-term, High-
cost Comsumer Credit, 2018

FinCoMet Report on Practices and Tools Required to
Support Risk Based Supervision in a Digital Age, 2018

FinCoNet Report on Online and Mobile Payments: An \
Overview of Supervisory Practices to Mitigate Security
Risks, 2018

FinCoNet Report on the Digitalisation of Short-Term,
High-Cost Consumer Credit, 2017

Guidance to Supervisors on the setting of Standards
in the field of Sales Incentives and Responsible
Lending, 2016

FinCoNet Report on Online and Mobile Payments;
Supervisory Challenges to Mitigate Security Risks,
2016

Impact of Sales Incentives on the Sale of Consumer
Credit Products, 2016

FinCoNet Report on Sales Incentives and Responsible
Lending, 2016

March 2019
December 2018
September 2018
May 2018
January 2018
November 2017
July 2017
March 2017
December 2016
July 2016
April 2016
December 2015
September 2015
1 May 2015
December 2014
October 2014

February 2014

FinCoMet Annual Report 2017
FinCoMet Annual Report 2016
FinCoNet Annual Report 2015

FinCoMet Annual Report 2014
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F l]C()NCt INTERNATIONAL FINANCIAL CONSUMER PROTECTION ORGANISATION

A FinCoNet identificou os
riscos de seguran¢ca como uma
importante ameaca
a protecao do consumidor financeiro



Analisa os principais desafios de
supervisao decorrentes dos
riscos de seguranca na utilizacao
dos canais digitais, online e
mobile
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¥EinCoNet

INTERNATIONAL FINANCIAL CONSUMER
PROTECTION ORGANISATION

Online and mobile payments:

Supervisory challenges to
mitigate security risks

September 2016
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|dentifica praticas de supervisao
de conduta para a mitigacao
dos riscos de seguran¢a no
contexto dos pagamentos
digitais
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INTERNATIONAL FINANCIAL CONSUMER
PROTECTION ORGANISATION

Online and mobile payments

An overview of supervisory practices to mitigate
security risks

January 2018
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Desafios para a Supervisao Comportamental na Mitigacao dos Riscos de Seguranca

1 ' Adequate legal and regulatory framework

be AR

inCoNet

‘\l.

Online and mobile payments

An overview of supervisory practices to mitigate
security risks

October 2017

foran version]

v' The legal and regulatory supervisory framework should
encompass payment services with a specific emphasis on security
principles and rules to ensure consumer protection

v’ Conduct of business supervisors should have a clear mandate to
oversee the mitigation of security risks and develop a risk-based
methodology

ne
LY —
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Desafios para a Supervisao Comportamental na Mitigacao dos Riscos de Seguranca

2 | Ongoing and comprehensive monitoring of the main risks

v’ The monitoring of the payments market and its evolution
&= should also be considered a task to be pursued by conduct

~HipGoliet of business supervisors
et e v’ To this end, supervisors need to put in place different kinds
o of initiatives, with emphasis on mandatory reports and/or
}- surveys to PSPs
R /
Z L ®

v (..)
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Desafios para a Supervisao Comportamental na Mitigacao dos Riscos de Seguranca

5 | Close cooperation between supervisors and other relevant entities

v’ The digitalization of the payments market compels to a collaborative supervisory
approach

FinColNet v’ At the national level, conduct of business supervisors, prudential supervisors and
o payment overseers should work together to guarantee a secure, reliable and well-

ST m————— functioning paymentsystem, while taking into consideration consumer protection

{L, v’ Supervisors should also cooperate with the public administration,
e ¢Z o telecommunicationoperators, and cybersecurity agencies

v’ The sharing of information is fundamental to reduce the vulnerabilities and
better shield the nationalinfrastructures from threats.

v’ Cross-border provision of payment services and the global nature of security
threats call for international cooperation
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Desafios para a Supervisao Comportamental na Mitigacao dos Riscos de Seguranca

Close supervision of PSPs’ disclosure of information

e,
[ ..... \

“FinCoNet

Online and mobile payments

An overview of supervisory practices to mitigate
security risks

October 2017

foran version]

@ 22 Ciberseguranga

v’ PSPs should disclose information on the features of each payment service, their
specific risks and the security procedures to be adopted by payment users

v' Conduct of business supervisors should oversee the completeness and
adequacy of the information ensuring that users can make enlightened

¢ decisions
JZ [
L e® v (..)
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Desafios para a Supervisao Comportamental na Mitigacao dos Riscos de Seguranca

S | Ongoing assessment of security risks through supervisory tools

v’ The evolving digital ecosystem brings new risks, in particular security risks
that also conduct of business supervisors need to address to ensure consumer

G protection
“FinCoNet
v’ Security risks are perceived as one of the most significant hurdles to the usage
et sy oo e of digital financial services, in particular digital payments. Conduct of business
= supervisors should have a wide range of oversight tools based not only on
{,L , inspections, but also on complaints handling

v’ The use of complaints data allows the supervision of security mechanisms
adopted by PSPs. The effectiveness of the different oversight tools, especially
complaints handling, requires an adequate requlatory framework within which
conductof business supervisors have the proper competences
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Desafios para a Supervisao Comportamental na Mitigacao dos Riscos de Seguranca

© | Promotion of awareness campaigns on security risks

v' Awareness campaigns focusing on risks and security precautions to be

=
CEESR
l'....: ..' \

“FinCoNet

Online and mobile payments

An overview of supervisory practices to mitigate
security risks

October 2017

foran version]

adopted by users contributes to mitigate security risks with a positive effect
on consumers’ confidence

v’ Conduct of business supervisors may encompass the promotion of awareness
campaigns on risks raised by digital payments under the scope of their
mission

/& ‘,
JZ)' v Awareness campaigns may be launched by supervisors alone or in
e

cooperation with other bodies, using different channels

@ 24  Ciberseguranga

v’ Digital channels (e.g. dedicated websites) may be considered an effective
vehicle to widespread information on security risks to consumers
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Desafios para a Supervisao Comportamental na Mitigacao dos Riscos de Seguranca

Promotion of digital financial literacy

v' The empowerment of users is also crucial to mitigate security risks

""E.i.QQQNSE v’ Supervisors play a key role in promoting precautionary measures by
users by engaging themselves in financial literacy initiatives even when
R they do not have a specific mandate to do so

An overview of supervisory practices to mitigate
security risks

Octover 2017
ioran version]

v' Conduct of business supervisors can also play an important role to
further promote the adoption of precautionary attitudes and safety
procedures by users cooperating with national literacy bodies

|
t
=
© mmmy
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PRIVACIDADE = 5o+
DOS DADOS
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“Is data

the new
CURRENCY?’

World Economic Forum, 2019

r
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“Big data” refere-se a largo v
dados resultantes de at|V|dad
conduzidas eletronicamente e de
comunicacoes entre maquinas (e.g. .
loT, social media, financial markets

data, ...)

Volume
Variedade
Velocidade
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O setor financeiro esta entre os
maiores utilizadores de dados

“(...) data intensity (...) is highestiih
financial services (including se UI‘ItIGS‘
and investment services an nking

(...)” -

(Data-Driven Innovation: Big Data for Growth
and Well-Being, OECD (2015)
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“Should our bankers and insurers be our
Facebook friends?”

The Economist, 2017

“FICO, America’s main credit-scorer, found ' ! l l

that the words someone uses in his
Facebook status could help predict his
creditworthiness (tip: avoid “wasted”) '

“The education levels of your Facebook friends or the activity on your
phone can help reveal how likely you are to repay a loan. Money-managers
are rummaging ever more curiously through customers’ digital lives.”
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Psychometric tests
FRERRIEN
2 o
Positive Traits Dark Traits
v i
MOE‘;‘FJ‘I;I‘I & {?f}‘}

Cognitive
Ability
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“Lenddo EFL, a merger of two fintech
startups, provides “PSYCHOMETRIC
TESTING” — online quizzes that havea
surprisingly good recordin predicting
a prospective borrower’s propensity
to pay”

The Economist, 2018
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dos consumidores aceitaria  When using the Internet for online banking or

3 9 (y disponibilizar o seus dados  shopping, the two most common concerns are
O pessoais onlineem trocade  gpoyt someone misusing personal data

beneficios (mentioned by 43% of Internet users in the EU)

RllcikaspersilabiGlobay and security of online payments (42%)
Privacy Report 2018, Kaspersky ;




e Osconsumidores disponibilizam dados pessoais
permanentemente e muitas vezes de forma
inconsciente

* O volume desses dados é cada vez mais significativo
e o desenvolvimentotecnoldgico permite hoje
agregar e analisar esses dados (e.g. Inteligéncia
Artificial)

 Os prestadores de servicos financeiros utilizam-nos:

v Na segmentacdo dos consumidores (profiling)
v Na avaliacdo do seu risco (e.g. de crédito)

v Na agregacao de contas
Vo
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Report on innovative uses of
consumer data

by financial institutions Joint Committee Final Report on Big Data

Report on innovative uses of Report on Big Data (ESAs)
consumer data by financial |
institutions (EBA) \ Analisa os potenciais beneficios e

riscos da utilizacao de Big Data

L
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Analisa riscos e beneficios de
utilizag6es inovadoras de dados




Riscos no uso da Big Data

* Incompreensao ou falta de informacao quanto a
finalidade dos dados

» Utilizacao dos dados distinto do divulgado

* Personalizacao dos servicos: dificil comparacao
de precos; preco em funcao de
comportamentos

* Exclusao financeira

n, u

 Modelos de IA (“caixas pretas”; “as maquinas
também erram”)
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“(...)Financial exclusion associated with artificial intelligence
and data-driven algorithms:

v’ “(...) By using Big Data, financial
institutions can collect extensive
information about customers and
their risk profiles and therefore
proceed with a risk micro-
segmentation/refined credit
scoring or a refined assessment of
the suitability of an investment {(...)

EBA Discussion Paper on FinTech (2017)
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“Why it matters to consumers”:

* Financial firms increasingly use big data,
(...) while this evolution comes with some
potential benefits for consumers {(...) it also
triggers huge questions on privacy,
fairness, and exclusion

BEUC

BIG DATA & FINANCIAL SERVICES

BEUC response to ESAs consultation

* “(...)supervisory authorities should be
monitoring the potential detriment of the
' 5 use of big data closely

* Potential policies approaches include
e e e prohibiting the use of certain parameters

Eri— in big analytics which are highly prone to
consumer detriment (...)”

@ 37 Ciberseguranca - o contributo da supervisido comportamental e Maria Licia Leitdao 9junho 2019

Greg Van Elsen — gve@beuc.eu
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452016 E Official Journal of the Furopean Union

L1191

REGULATIONS

Regime Geral de Protegao de
Dados (RGPD)

Assegura aos cidadaos maior
controlo sobre os seus dados
pessoais, nomeadamente quanto
ao seu acesso, processamento e
utilizacao

E- I"_'|i. mant of 12 March 2014 | &t pablizhed in the Official journal} =nd positio the Cou
April 2018 (mat vet pa nl rc:l tha Offaci ._; nal). Position o f m:o:.n Fl.rl rrant f 14 Azril 20018
wctive 9546 '{of'rmlu rOp4an man: and of the Co-\.n il of 2 1D1ubrl 25 on the pro f individuals with mpard o
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Ethics Guidelines for Trustworthy
Al

Visam promover a confianga na
inteligéncia artificial, que deve ser
lawful, ethical e robust

ETHICS GUIDELINES
FOR TRUSTWORTHY Al




BETTER POLICIES FOR BETTER LIVES

Data-Driven Innovation
BIG DATA FOR GROWTH AND WELL-BEING

______ | v “The implications of the use of personal
2= [ LLL L - .I,I.T‘.[.,].TTT,[ g v /4 ° ° o
DR {6 S ¥ data for financial services consumers”

X f‘lm;:mﬂ i
8

 OECD Working Paper discutido na 112 reunido do OECD /INFE
Technical Committee e na 52 reunido do OECD /INFE Working

Group on Digital Financial Literacy

(Cape Twon, 21-22 de maio 2019)
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b novos prestadores e com diferentes madelos de negocio, a reqgulacdo e a supervisdo comportamental
] | tém de encontrar as respostas adequadas a que o processo de inovagdo tecnologica e o ambiente
| digital florescam com seguranca e garantia dos direitos dos consumidores, pois so assim ficardo

criadas condi¢coes para maximizar os ganhos que podem gerar.(...)”

F 1.

e tade aberturado
atorio de Supervisao Comportamental de 2017,
Vice-Governador, Dr. Luis Maximo dos Santos

\

&
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O Banco de Portugal esta atento aos procedimentos de seguran¢ca adotados

 Desde 2018, as instituicbes reportam
informacgao sobre os créditos comercializados
nos canais digitais, incluindo sobre
mecanismos de seguranca adotados (Carta-

Relatodrio Circularn.2 4/2018)

de Supervisao

Comportamental * As ac¢oes de inspe¢ao avaliam o cumprimento

do quadro normativo, com enfoque nos
procedimentos de seguranga

2018

* As instituicdes sao chamadas a adotar
mecanismos de seguran¢a robustos para a
celebracao dos contratos de crédito
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Quadro 11.2.5 * Acdes de monitorizacao da comercializacdo de contratos de crédito aos
consumidores nos canais digitais por materia e tipo de crédito | 2018

rmacao
Matérias Crédito Facilidade de Totg] 'nstituicdes canals
pessoal descoberto abrangidas
s de
Informagao pré-contratual e contratual 12 2 14 13 18)

Venda facultativa de produtos 12 2 14 13
Dever de assisténcia ao consumidor 12 2 14 13

Awaliagao da solvabilidade 12 2 14 13 ar, com

Direito de livre revogacao e direito ao reembolse antecipade 12 2 14 13 glca; O

Procedimentos de seguranga 12 2 14 13 nfoq ue
Total T2 12 84 -

Fonte: Banco de Portugal. | Nota: O ndmero de acdes de inspegdo e determinado pelos produtos e servicos bancarios inspecionados e
respetivas matérias por instituicdo. Foram inspecionadas 13 instituicdes.
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...monitoriza a comercializacao dos produtos e servigcos bancarios nos canais digitais

v As preocupacdes com a seguranga, o
desconhecimento das novas tecnologias
e a falta de literacia financeira dos
clientes sao apontados pelas instituicoes

como os principais obstaculos a expansao
dos canais digitais U

As instituicges

Comercializagao de produtos e servicos reco
bancarios nos canais digitais em Portugal . nh\ecem =
Resultados do 2.° questionario as instituicdes financeiras | 2018 Im po rta n Cla da
educacdo financeirg
digital
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... @ promove a informacao e formacao financeira digital

5 DICAS

PARA FICARES MAIS
SEGURO ONLINE
#ficaadica

A campanha #ficaadica visa sensibilizar os jovens para as
precaucoes a tomar quando utilizam os canais digitais |

= ¥ :
B ot
E
WE S

Esta campanha, langada nas redes sociais (Instagram) e no Q"‘:
Portal do Cliente Bancario foi também publicada numa- ‘j-‘;* \33 VRY .
brochura distribuida pelas escolas secundarias de todo o pais R
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O Banco de Portugal desenvolve
campanhas com alertas para os

consumidores e vai passar a divulgar
informacao referente a seguranca digital
num novo espacgo do Portal do Cliente
Bancario

junho 2019




Seguranca digital

Faca operacdes bancarias e compras na
. - —
internet e nas apps em seguranca

SABER MAIS

Seguranca digital # O que é uma conta de As notas que tem na carteira
2 : Zo ) { sao verdadeiras? Saiba o
‘aga operagoes bancarias e compras na X - -
internet e nas... ‘ i 2’ “emmmfm
: sim

2~

—0-
o
== 5

Consulta de Comparador de Simular crédito a Intermediarios Seguranca digital
precarios comissoes habitacao de crédito

ho 2019



Muito obrigada

Maria Lucia Leitao
Diretorado Departamento de Supervisao
Comportamental

mlleitao@bportugal.pt
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