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ENQUADRAMENTO
Adesao obrigatoria para continuar a
aceder as operacoes de politica
monetaria.
Before the ECMS: ; From April 2024 onwards:
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ENQUADRAMENTO

Servigos
TARGET

SESSAO DE

FORMAGADO

ECMS Service Desk

MNCB Operators

System
administration

M
Support and

monitoring

e
T

Interfaces

Reference data

Collateral

management

Monetary policy
operations

Collateral
position

Counterparty
pool

Collateral |  Credit

Credit
position
<

Support functionalities

‘
rd

Credit line
Central c—lipdates o)
Liquidity
Management Payments
Settlement
instructions
TARGET2-
Securities Auto-
collateralisation
support
Common Support
components >
SOBRE O ECMS

Reporting \

Reference data

ESCB applications

Collateral
instructions,
position details
>

Triparty
instructions

Corporate
actions

Counterparties

Triparty agents

Central
securities
depositories

Atores
ECMS
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CONECTIVIDADE E ACESSO

Autentica os
utilizadores e verifica
se estao autorizados
a aceder ao ECMS
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Atores ECMS
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Mesma configuragao
técnica usada para o
acesso a todos os
servicos TARGET

SESSAO DE FORMAGCAO SOBRE O ECMS

1 certificado

l

Varios servigos
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CONECTIVIDADE E ACESSO

Critérios de sucesso:

U2A - O utilizador administrador acede ao ESMIG, seleciona o

ECMS e acede ao ecra inicial da aplicacao.

A2A - O utilizador envia uma mensagem de negécio e
recebe do ECMS uma mensagem do tipo admi.007

(ReceiptAcknowledgment).

¢

E para chegar até aqui?

SESSAO DE FORMAGCAO SOBRE O ECMS

TESTES DE CONECTIVIDADE

4
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8 @&
LR S :
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CONECTIVIDADE E ACESSO
O CAMINHO ATE AQUI

Descricao Servico
1 Select the NSP of choice and select the related Services. ALL Subscricao para ECMS Pré-Producao
2 Ask the NSP's for an offer and order the related products. ALL ja disponivel no site da SWIFT.
3 Connectivity setup with the NSP. ALL
4 Subscribe to the NSP’s Services for TARGET Services (e.g. inclusion into the CGU). ALL “
5 Request for the NSP PKI certificates. ALL  ~
6 Create the Party in Reference Data in ECMS @@mECMS \ Mesmo certificado para ECMS
7 Create Party administrators in ECMS mmm ECMS
8  Create the users and the Distinguish Name in CRDM or ECMS m@m ECMS
9  Connectivity test with TARGET Services amm ALL
A2A
. in case of schema validation error, the user will receive an admi.007
message
. business validation errors will trigger the relevant business response
message (eg. Pacs.002, camt.025 and reda.xxxaccording to the
service/component the message has been sent to)
U2A
. the user will be able to reach the ESMIG landing page

Completo Em progresso ane Pendente

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022


https://www.swift.com/myswift/ordering/order-products-services/eurosystem-single-market-infrastructure-gateway-esmig

CONECTIVIDADE E ACESSO
DETALHANDO O CAMINHO

SESSAO DE

Teste de conectividade no ECMS Ator

4b. Creation of NCB User(s) with the role ‘NCB - U2A General Reference Data Execution’ (as from that moment the NCB user
can access the menu corresponding to his role)

1. Creation of NCB/CSD/TPA party ECMS Operator
2a. Creation of NCB user(s) with the role ‘NCB Admin’ ECMS Operator
2b. Creation of CSD/TPA A2A user without any role attached (assigning a role is not needed for starting connectivity testing)

As from 2b. CSD/TPA A2A connectivity testing can be done CSD/TPA A2A user
3. Connection to the ECMS GUI landing page (and the user can access menu corresponding to his role) NCB Admin

4a. Creation of NCB A2A user without any role attached (not needed for connectivity testing) NCB Admin

As from 4a. NCB A2A connectivity testing can be done

NCB A2A user

5. Creation of the CPTY party

NCB User in U2A (cf. step
4b)

6. Creation of the CPTY user(s) with the role ‘CTPY Admin’ NCB Admin
7. Connection to the ECMS GUI landing page (and the user can access menu corresponding to his role) CTPY Admin
8. Creation of CTPY A2A user without any role attached (not needed for connectivity testing) CTPY Admin
As from 8. CTPY A2A connectivity testing can be done CTPY A2A user

FORMAGADO

SOBRE O ECMS

DEZEMBRO

2022



CONECTIVIDADE E ACESSO
O ACESSO A2A

Envio de
instrucoes

Rececdo de
notificacdes

SESSAO DE FORMAGCAO SOBRE O ECMS

Registo de
instrucoes

A2A

Rececdo de
notificacoes

ECMS

DEZEMBRO 2022



CONECTIVIDADE E ACESSO
O ACESSO A2A

Envio de A2A

instrucoes

Rececdo de
A2A notificacdes

ECMS

SESSAO DE FORMAGCAO SOBRE O ECMS

Requisitos no ECMS:

1.

Criar o utilizador aplicacional e atribuir-lhe os roles

necessarios:

2. Subscrever as mensagens desejadas.

O teste na pratica:

1.

Utilizador aplicacional envia uma mensagem de negécio
ao ECMS;

ECMS responde com uma mensagem admi.007, a qual é

recebida pela instituicao.

DEZEMBRO 2022
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CONECTIVIDADE E ACESSO
O ACESSO A2A

: Utilizador : Requisitos no ECMS:
@ 1. Criar o utilizador aplicacional e atribuir-lhe os roles
: ----------------- : necessa’rios;
I 2. Subscrever as mensagens desejadas.
Envio de A2A
instrucoes Rececio de
A2A | notificagdes O teste na pratica:
I 1. Utilizador aplica ‘*
ao ECMS; ¢ - ol
ECMS 2. ECMS ek _
recebida pela in§fu

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022 11



CONECTIVIDADE E ACESSO
O ACESSO A2A

Requisitos no ECMS:

1. Subscrever as mensagens desejadas.

O teste na pratica:

1. Utilizador envia uma admi.005 (ReportQueryRequest) ao
ECMS;

2. ECMS responde com uma mensagem admi.007, a qual é

recebida pela instituicao.

SESSAO DE FORMAGCAO SOBRE O ECMS

Registo de U2A

instrucoes

A2A

Rececdo de
notificacoes

ECMS

DEZEMBRO 2022
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CONECTIVIDADE E ACESSO
O ACESSO A2A

Requisitos no ECMS:

1. Subscrever as mensagens desejadas.

O teste na pratica:

1. Utilizador envia u AT\ _. - ao
ECMS; ' ' ’

2. ECMS responaa«gs

recebida pela i

SESSAO DE FORMAGCAO SOBRE O ECMS

Registo de U2A

Instrucoes

A2A

Rececdo de
notificacoes

ECMS

DEZEMBRO 2022
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CONECTIVIDADE E ACESSO
O ACESSO A2A

U  subscrigiode .
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Rececao de Rececao de
notificacoes A2A notificacdes
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CONECTIVIDADE E ACESSO
O ACESSO U2A

Welcome ETU210 | 2022-12-0513:52
target 2

Stage: EAC | Version 1.04 | .GoSign Client: & SU& MU

- éer\)icés List

Choose an Application and your System User Reference

Choose a Service

D &2 O w12 O mTiPS o #ecvs

Choose a System User |4

Choose Component or Application

™ Cecms M © ecws access

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022 15



CONECTIVIDADE E ACESSO
O ACESSO U2A

SESSAO DE FORMA CAO SOBRE O ECMS ... DEZEMBRO 2022



ECMS NA PRATICA
PRIMEIRO ACESSO

\ /
e MENU

DIA DE NEGOCIO

|

UTILIZADOR

HOME

ALERTAS

INSTITUICAO

/ MODULO

Collateral and Credit

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022 17




ECMS NA PRATICA
VERIFICAR OS ACESSOS CONCEDIDOS

_EPSE“ [ .

Add Slide

[ ECMS Core
I::I Reference Data
I:I Instructions And Positions
I:I Corporate Actions
I':J Broker

I::I Monitaring

Collateral and Credit

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022 18



ECMS NA PRATICA

VERIFICAR OS ACESSOS CONCEDIDOS
Business Date 1271272022 3= M

Add Slide

.1 meferance Data ~

[ Access Right Reference data €

[ vakidation | Refection H
1 System Taols w
] ECMS Core w

I\ Reference Data -~

"1 Access Right Reference data 3

Ehcend T & :'[:J Validate | Reject Access right € . validate | Reject Security
'.-.: System Tools L =" GrOUpS

"1 ECMS Core o {71 validste | Reject Security Usecs

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022 19



ECMS NA PRATICA @
NAVEGACAO ENTRE MODULOS

Cada médulo tem sessoes independentes

Tempo de inatividade de 15 minutos

ok e

: PR

Timeout no ECMS nao provoca timeout no ESMIG

. PH

Instructions & Pasitions |

Roference Data

Collateral and Crodit

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022 20



ECMS NA PRATICA

ASPETOS GERAIS DO INTERFACE

SESSAO DE

FORMAGAO SOBRE

(0]

ECMS

©

Menu apresentado do lado esquerdo do ecra e mostra

o primeiro nivel de op¢oes

Cada opgcao contém menus associados, os quais se

podem desdobrar em um ou dois niveis

A ultima opgao disponivel sera o ecra

[ Reference Data
[C1 Arcess Right Reference data

1] vabidation / Rejection [] validate / Reject biceass right € ¢y Valdate | Raject Securty
1 System Toals Groups
{3 £oms Core 11 validate | Reject Sacurity Usérs

DEZEMBRO 2022 21



ECMS NA PRATICA Q@
GUARDAR

FUNCIONAMENTO GERAL DE ECRAS PESQUISA
MINIMIZAR

OPCAO DE MENU

Business Date 210672021 = M "" Uzer EOF & I

RPN | ATE 10 SEPARADORES ABERTOS

N-—-A=
Create / Display : User [~ ]
| — ECRA
ECMS Sysiem == w Hame == w Is ACtive == w -
User Reference | ZO NA DE
Update Datg  m= w - PESQU ISA
LIMPAR CAMPOS CRIAR NOVO N
— & Cre O, Search
: DE PESQUISA REGISTO o _
e \
REALIZAR
Latest Searches Stored Searches PESQUISA
To Start customizing, launch 8 search and use the “Favorie™ button 1o Stam your first search

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022 22



ECMS NA PRATICA
FUNCIONAMENTO GERAL DE ECRAS

BusinessDate 1271272022 1= ) LAY RS HAEEEIESS
: <]
Users Create/Display

Create / Display : User

k] A}

ECMS System User == w IsActive = ¥ hd

Reference

Update Date == w ﬁ

NR REGISTOS
Search Result ; User i DA PESQUISA

ORB*9

_ ECMS System User Reference %

] PTCCCAM-CPTYADMIN PTLCCCAM-CPTYADMIN Yes

| ZONA DE
RESULTADOS

EXPORTAR
(PDF, CSV, XML)

EXPORTAR
PARA EXCEL

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022 23



ECMS NA PRATICA
FUNCIONAMENTO GERAL DE ECRAS

Business Date 12/12/2022 = & AEACW,PTCCCAM-. v

Create / Display : User / B

ADMINISTRADOR PT9000

ECMS SystemUser == w Name == w IsActive == w v
Reference
UpdateDate == w ﬂ

Search Result : User

C N xS
ADMINISTRADOR BDP —_\

History Edit

Search Result : User

|| ECMS System User Reference Name 3 Is Active $ A L T E R A c o E S E D I A
___ CAo
[ PTCB-DMR CATHERINE LEMOS Catherine Lemos Yes

EH PTCB-DMR CARLA MARQUES Carla Marques Yes

m PTCB-DMR SARA CALADO Sara Calade Yes

I} PTBGALPTTGXXXAPLSLIM PTBGALPTTGXXXAPLSLIM Yes

| PTCE-MG-ADMIN

Monica Gomes

INATIVAR REGISTO

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022 24



CONFIGURACAO DE ACESSOS
CONCEITOS

= Um utilizador herda um perfil que Ihe seja atribuido ou sempre que seja incluido num grupo de perfis [modelo

RBAC (role-based access control)];
= Os Perfis estdo pré-definidos e sao formados por um conjunto de privilégios;
= Um Privilégio identifica a capacidade do utilizador realizar uma determinada funcao;

=  Os administradores podem criar grupos de perfis para atribuir a utilizadores com as mesma fun¢ao de negécio;

= Um utilizador ndo pode estar associado a perfis U2A e A2A em simulténeo;
= Os perfis sdao cumulativos e nunca contraditérios (ECMS aplica sempre o privilégio menos restritivo);

= Um certificado pode estar associado a varios utilizadores.

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022 25



CONFIGURACAO DE ACESSOS
TIPOS DE PERFIS

LEITURA

01 Utilizador acede a informag¢do mas nao
consegue criar/editar registos

02 Na sele¢do de registos apenas aparece o botdo
View

SESSAO DE FORMAGCAO SOBRE O ECMS

EXECUCAO

O 1 Utilizador acede a informacdo e consegue
criar/editar registos

02 Na sele¢do de registos aparecem os botdes
View, Create, Edit e Delete

03 Complementado com perfis para defini¢cao do
principio de 2 ou 4 olhos

DEZEMBRO 2022
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CONFIGURACAO DE ACESSOS
PRINCIPIO DE 2 E 4 OLHOS

=  Definido ao nivel do utilizador;
= Mesma instituicao pode ter utilizadores com perfil 2 olhos e 4 olhos;

= Uma instituicdo que pretenda fazer a administracdo de acessos em 4 olhos deve ter, pelo menos, dois

administradores.
=  Se forem ambos atribuidos ao mesmo utilizador, o ECMS aplica o menos restritivo (2 olhos);

= Aplicavel apenas em U2A (A2A sempre 2 olhos);

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022 27



CONFIGURACAO DE ACESSOS

PERFIS DISPONIVEIS

! A gestdo de utilizadores passa a estar do lado da instituicao

 Party
Administrator

* Reference Data

« Marketable Asset
(de)mobilisation

« Credit Claim
Management

« Cash Collateral

e Other Collateral

SESSAO DE FORMAGCAO SOBRE O ECMS

Externally
managed collateral
Open Market
Operations
Standing Facilities
Credit Freezing
Credit Line
Management

ELA Management

CA and Tax
Management
Pool Position
Management
Statements
Banking Group

Management

DEZEMBRO 2022
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CONFIGURACAO DE ACESSOS SLIDE ATUALIZADO @’)
CRIAR UM UTILIZADOR

Médulo Reference Data > Access Rights Reference Data > Users Create/Display

Users Create/Display

Create / Display : User
ECMS System Use: hd N E Al - -
Reference
Update D - A

Latest Searches Stored Searches

e =1
To start customizing, launch a search and use the "Favorite” button to start your first search

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022 29



CONFIGURACAO DE ACESSOS SLIDE ATUALIZADO
CRIAR UM UTILIZADOR

Médulo Reference Data > Access Rights Reference Data > Users Create/Display

Users Create/Display o

Create / Display : User

ECMS System User == w Name == w Is Active == w
Reference
Update Date == w ﬁ
Edit: User
ECMS System User Reference Name Is Active
v

User Properties Groups Security Role User Multi Tenancy

User Properties [0] Groups [0] Security Role [0] User Multi Tenancy [1]

VERMELHO = PREENCHIMENTO OBRIGATORIO
USAR APENAS 26 LETRAS DO
ALFABETO LATINO (ANEXO II1)

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022
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CONFIGURACAO DE ACESSOS SLIDE ATUALIZADO @’)
CRIAR UM UTILIZADOR

Médulo Reference Data > Access Rights Reference Data > Users Create/Display

Users Create/Display

Create / Display : User

a
CMS Sysi U hd - Is Acti ; v 7
i
pdate D - m
Edit: User
ECMS Sysiem User Reference Mame is Active
PTCB-DMR FRANCISCO GASPAR Francisco Gaspar v
User Properties Groups Security Role

User Multi Tenancy

User Properties [0] Groups [0] Security Role [0] User Multi Tenancy [1]

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022 31



CONFIGURACAO DE ACESSOS SLIDE ATUALIZADO %
CRIAR UM UTILIZADOR

Médulo Reference Data > Access Rights Reference Data > Users Create/Display

Create / Display : User

k] A

ECMS Sysiem User == w Name = w»

Is Active == w -
Reference
Update Date == = E}
Edit: User B
ECMS System User Reference Mame Is Active
PTCE-DMR FRANCISCO GASPAR Francisco Gaspar \/
User Properties Groups Security Role User Multi Tenancy

User Properties [0] Groups [0] Security Role [0] User Multi Tenancy [1]

List: Properties

10 Q.

No results were found for the search criteria specified

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022 32



CONFIGURACAO DE ACESSOS SLIDE ATUALIZADO @
CRIAR UM UTILIZADOR

Médulo Reference Data > Access Rights Reference Data > Users Create/Display

List: Properties

10 Q
Property % User Property Value % Update Date % Updater User Id #
ied

No results were found for the search criteria specif

© Creat
Edit: Group
Property User Property Value
Data SCODE‘ A hd

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022 33



CONFIGURACAO DE ACESSOS SLIDE ATUALIZADO @
CRIAR UM UTILIZADOR

Médulo Reference Data > Access Rights Reference Data > Users Create/Display

List: Properties

B
0 C6h «

No results were found for the search criteria specified

(A

Edit: Group

Property

User Property Value
Data Scope

~  Default_31487IPT10|PTCEH|

/=

/

BOTAO RETROCEDER

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022 34



CONFIGURACAO DE ACESSOS SLIDE ATUALIZADO @
CRIAR UM UTILIZADOR

Médulo Reference Data > Access Rights Reference Data > Users Create/Display

Edit: User (A ]
ECMS System User Reference Mame Is Active
PTCE-DMR FRANCISCO GASPAR Francisco Gaspar v
User Properties Groups Security Role User Multi Tenancy
User Properties [0] Groups [0] Security Role [0] User Multi Tenancy [1]

List: Properties
1o B~

Data Scope Default_31487|PT10|PTCB

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022 35



CONFIGURACAO DE ACESSOS SLIDE ATUALIZADO @
CRIAR UM UTILIZADOR

Médulo Reference Data > Access Rights Reference Data > Users Create/Display

Edit: User

ECMS System User Reference Name
PTCB-DMR FRANCISCO GASPAR Francisco Gaspar

Security Role User Multi Tenancy

3
Groups [0] Security Rale [0] User Multi Tenancy [1]

List: Assigned Roles

Mo results were found for the search criteria specified

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022 36



CONFIGURACAO DE ACESSOS
CRIAR UM UTILIZADOR

SLIDE ATUALIZADO

Médulo Reference Data > Access Rights Reference Data > Users Create/Display

Edit: User
ECMS System User Reference Name Is Active
PTCB-DMR FRANCISCO GASPAR Francisco Gaspar v

User Properties Groups

Security Role User Multi Tenancy
User Properties [2] Groups [0] Security Rale [0] User Multi Tenancy [1]

List: Assigned Roles

-

-
Mo results were found for the search criteria specified

Edit: Assigned Role Fj
Assigned Roles

SESSAO DE FORMAGCAO SOBRE O ECMS
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2

CONFIGURACAO DE ACESSOS
CRIAR UM UTILIZADOR

Médulo Reference Data > Access Rights Reference Data > Users Create/Display

Edit: Assigned Role {f B

Assigned Roles

1
L super validator

Validator

NCE - A28 OTHER MESSAGE EXECUTION
ECMS ENTITY - U2A ELA MANAGEMENT READ ONLY - 274
ECMS ENTITY - U2A BANKING GROUP MANAGER PROCESSES READ ONLY -#75
ECMS ENTITY - U2A CREDIT CLAIM MANAGEMENT EXECUTION - 276
ECMS ENTITY - U2A CREDIT CLAIM MANAGEMENT READ OMNLY - #77
1 ECMS ENTITY - U2A CORPORATE ACTIONS AND TAX MANAGEMENT EXECUTION - £75 BOT A o

i ECMS ENTITY - U2A CORPORATE ACTIONS AND TAX MANAGEMENT READ ONLY - 279 RETROCEDER
| ECMS ENTITY - U2A STATEMENTS EXECUTION -#80
ECMS ENTITY - U2A STATEMENTS READ OMLY - £31

:

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022 38



CONFIGURACAO DE ACESSOS SLIDE ATUALIZADO @
CRIAR UM UTILIZADOR

Médulo Reference Data > Access Rights Reference Data > Users Create/Display

Edit: User

ECMS System User Reference Name

Is Active

PTCB-DMR FRANCISCO GASPAR Francisco Gaspar v

User Properties Groups

Security Role User Multi Tenancy
User Properties [2] Groups [0] Security Role [0] User Multi Tenancy [1]
[~ oon [ v |

List: Assigned Roles

0 @~
_ Assigned Roles # Update Date % Updater User Id % |
Validator

MNCB - U2A GENERAL REFERENCE DATA EXECUTION -#13

REPETIR ATE ADICIONAREM
TODOS OS PERFIS PRETENDIDOS

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022 39



CONFIGURACAO DE ACESSOS SLIDE ATUALIZADO @
CRIAR UM UTILIZADOR

Médulo Reference Data > Access Rights Reference Data > Users Create/Display

Edit: User

ECMS System User Reference Name

Is Active

PTCB-DMR FRANCISCO GASPAR Francisco Gaspar v

User Properties Groups

Security Role User Multi Tenancy
User Properties [2] Groups [0] Security Role [0] User Multi Tenancy [1]

List: Assigned Roles

_ Assigned Roles # Update Date %

Upaater User Id &
Validator

MNCB - U2A GENERAL REFERENCE DATA EXECUTION -#13

A Confirm

Are you sure to save this data?

INFORMAGCAO EM FALTA

e

Saved Successfully Security Property DN is mandatory.

n H' Details»

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022 40



CONFIGURACAO DE ACESSOS
CRIAR UM UTILIZADOR

Médulo Reference Data > Access Rights Reference Data > Users Create/Display

Create / Display : User

ECMS System User == w

Name == = Is Active == w -
Reference
Update Date == w ﬂ
View : User
ECMS System User Reference Is Active Name
PTCB-DMR FRANCISCO GASPAR Yes Francisco Gaspar
Security Role User Properties Groups
Validation Details
Action To Validate Rejected
No
—
FootPrint
TIMESTAMP E
Updater User Id Update Date REFERENCIA DOS
PTCB-MG-ADMIN 12/12/2022 20:46:43:798 — UTILIZADORES QUE
Creation User ld Creation Date CRIAM E EDITAM O
PTCB-MG-ADMIN 12/12/2022 20:46:43:798 R E G I S T 0
-

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022
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CONFIGURACAO DE ACESSOS NOVO SLIDE
CRIAR UM UTILIZADOR

Mddulo Reference Data > Access Rights Reference Data > DN By User Configuration

DN By User configuration o

Search : DN By User

Userld == = v Dn == ¥

Latest Searches Stored Searches

_ Criteria I You have no stored search.
To start custemizing, launch a search and use the "Favorite” button to start your first search.

NOVO ECRA PARA ASSOCIAGCAO DO DN AO UTILIZADOR.
PASSA A SER POSSIVEL QUE UM UTILIZADOR TENHA MAIS DO QUE UM DN.

SESSAO DE FORMAGCAO SOBRE O ECMS

e Create Q Search

DEZEMBRO 2022
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CONFIGURACAO DE ACESSOS NOVO SLIDE
CRIAR UM UTILIZADOR

Mddulo Reference Data > Access Rights Reference Data > DN By User Configuration

Search : DN By User
Userld == = - Dn == w
Edit : DN By User

User Id Dn

PROCURAR O UTILIZADOR

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022 43



CONFIGURACAO DE ACESSOS NOVO SLIDE
CRIAR UM UTILIZADOR

Mddulo Reference Data > Access Rights Reference Data > DN By User Configuration

DN By User configuration e

Search : DN By User

Userld == = - Dn == w

Ediit : DN By User

User Id Dn
PTCE-DMR-MOMNICAGOMES - |

\

INSERIR O DN MANUALMENTE

A\

ATENGCAO AO FORMATO
(ANEXO 1V)
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CONFIGURACAO DE ACESSOS NOVO SLIDE
CRIAR UM UTILIZADOR

Mddulo Reference Data > Access Rights Reference Data > DN By User Configuration

Search : DN By User

Userld == w - Dn == =

Edit : DN By User
User id Dn
PTCB-DMRB-MONICAGOMES v CN=etu210, OU=t2sgui, O=hgalpttg, O=swift
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CONFIGURACAO DE ACESSOS NOVO SLIDE
CRIAR UM UTILIZADOR

Mddulo Reference Data > Access Rights Reference Data > DN By User Configuration

k] A

Search : DN By User

Userld == = Dn == =

User Id
PTCE-DMR-MONICAGOMES Are you Sure 1o save this data?

=

DEZEMBRO 2022 46
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CONFIGURACAO DE ACESSOS NOVO SLIDE
CRIAR UM UTILIZADOR

Mddulo Reference Data > Access Rights Reference Data > DN By User Configuration

l DN By User configuration o

Search : DN By User

Userld == = PTCB-DMR-MONICAGOMES - on == =

List : DN By User

PTCB-DMR-MONICAGOMES CH=etu210, OU=t2squi, O=bgalpttg, O=swift Yes ESOTADMIN-2 27/03/2023 16:06:20:285

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022



CONFIGURACAO DE ACESSOS

CRIAR UM UTILIZADOR

O

SLIDE ATUALIZADO

CRITERIOS MINIMOS PARA CRIAR UM UTILIZADOR

View : User
ECMS System Liser Reference Is Active Mame
PTCB-DME FRANCISCO GASPAR Yes Francisco Gaspar
User Properties Groups

Security Role

Security Rale [2]

1 PERFIL

SESSAO DE FORMAGCAO SOBRE O ECMS

User Properties [3]

Groups [0]

2 PROPRIEDADES:
CODIGO SEGREGAGCAO E DN

List : DN By User

PTCB-DMR-MOMNICAGOM ..

CM=etu210, OU=t2sgui, O=bgalpttg, O=swift

*BOY
1 cves | non o reeted s | updaer_updare_|
Yes No

ESOTADM.. 27/03/20..

DEZEMBRO 2022
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CONFIGURACAO DE ACESSOS
CONFIGURAR UM GRUPO DE PERFIS

= O ECMS permite criar grupos de perfis permitindo agregar utilizadores com a mesma func¢ao de negdcio;
= Qualquer alteracdo na composicao do grupo de perfis, se reflete em todos os utilizadores assignados ao grupo;

= E possivel atribuir perfis individuais a utilizadores que pertencam a um grupo de perfis.

GRUPO

UTILIZADORES DE PERFIS PERFIS

3
L 5
d ¥
E 2 UTILIZADOR 2 & TODOS OS “

ADQUIRE TODOS UTILIZADORES

5 OS PERFIS DO ADQUIREM O
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CONFIGURACAO DE ACESSOS
CONFIGURAR UM GRUPO DE PERFIS

Médulo Reference Data > Access Rights Reference Data > Group

] - °

Create / Display : Group

Groupld == w

Edit : Group

Group Id

Assigned Roles

Assigned Roles [0]

Group Properties

Group Properties [0]
Assigned Users
Assigned Users [0]

SESSAO DE FORMAGCAO SOBRE O ECMS

(A ]
Update Date == w )

CAMPOS OBRIGATORIOS

DEZEMBRO 2022
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CONFIGURACAO DE ACESSOS
CONFIGURAR UM GRUPO DE PERFIS

Médulo Reference Data > Access Rights Reference Data > Group
(A

Edit : Group

Group Id Group Name

PTCB-DRMOP-OPERATOR DMROP Operator

Assigned Roles Group Properties
Assigned Roles [0] Group Properties [0]

Assigned Users

List: Security Role

10

_ Assigned Roles ¢ Update Date $ Updater User Id $
No results were found for the search criteria specified

gl

Edit: Assigned Role

Assigned Roles

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022 51



CONFIGURACAO DE ACESSOS
CONFIGURAR UM GRUPO DE PERFIS

Médulo Reference Data > Access Rights Reference Data > Group

Edit : Group
Group Id Group Name

PTCB-DRMOP-OPERATOR DMROF Operator

Assigned Roles Group Properties

Assigned Roles [0] Group Properties [0]
Assigned Users

Assigned Users [0]

List: Security Role (A ]

e s«

_ Assigned Roles # Update Date % Updater User Id % |

Validator
MNCB - U2A GENERAL REFERENCE DATA EXECUTION -#13

NCEB -U2A OPEN MARKET OPERATIONS EXECUTION - #27
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CONFIGURACAO DE ACESSOS
CONFIGURAR UM GRUPO DE PERFIS

Médulo Reference Data > Access Rights Reference Data > Group

Edit : Group

Group Id Group Name
PTCB-DRMOP-OPERATOR

DMROP Operator

Assigned Roles

Group Properties
Assigned Roles [3] Group Properties [0]

Assigned Users

Assigned Users [0]

List: User Properties

10

No results were found for the search criteria specified

Edit: User Properties

5
Property

Group Property Value
SegregationConfig v Default_11 |F'T1|

v
FootPrint

SESSAO DE FORMAGCAO SOBRE O ECMS
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CONFIGURACAO DE ACESSOS
CONFIGURAR UM GRUPO DE PERFIS

Médulo Reference Data > Access Rights Reference Data > Group

Edit : Group

Group Id Group Name

PTCB-DRMOP-OPERATOR DMROF Operator

Assigned Roles Group Properties

Assigned Roles [3] Group Properties [0]

Assigned Users

List: User Properties

0 Y
Property & Group Property Value % Update Date % Updater User Id 5
SegregationConfig Default_11PT1

- Create

NESTE MOMENTO PODEMOS GRAVAR A INFORMAGCAO E TER UM GRUPO SOMENTE DE PERFIS

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022
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CONFIGURACAO DE ACESSOS
CONFIGURAR UM GRUPO DE PERFIS

Médulo Reference Data > Access Rights Reference Data > Group

Edit : Group

a8
Group ld Group Name

PTCB-DRMOP-OPERATOR DMROF Operatar

Assigned Roles Group Properties

Assigned Roles [3] Group Properties [1]

Assigned Users

List: Assigned Users

10 o « )

No results were found for the search criteria specified

-
Create / Display : User

Updater User Id 5

PROCURAR UTILIZADORES
EXISTENTES
ECMS System User == w Name == w Is Active == ¥ v
Reference
Update Date == w i

CRIAR NOVO UTILIZADOR

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022
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CONFIGURACAO DE ACESSOS

CONFIGURAR UM GRUPO DE PERFIS

Médulo Reference Data > Access Rights Reference Data > Group

Create / Display : User

ECMS System User

n
i
4

Reference

Update Date

Search Result : User

O@EEOE @

n
i
4

PT-CCCAM-CPTYADMIN
PTBGALPTTGXXXAPLSLIM
PTCB-DMA CARLA MARQUES
PTCE-DMR CATHERINE LEMOS
PTCB-DMA FRANCISCO GASPAR
PTCE-DMR SARA CALADO

PTCE-MG-ADMIN

SESSAO DE FORMAGCAO SOBRE

[0}

ECMS

Name == w

PTCCCAM-CPTYADMIN
PTEGALPTTGXXXAPLSLIM
Carla Marques

Catherine Lemos
Francisco Gaspar

Sara Calado

Monica Gomes

Yes
Yes
Yes
Yes
Yes
Yes

Yes

Is Active == w -

© Create Q Search

Q) ﬁC)IEIIIJﬂﬁ*?
e -

DEZEMBRO 2022
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CONFIGURACAO DE ACESSOS
CONFIGURAR UM GRUPO DE PERFIS

Médulo Reference Data > Access Rights Reference Data > Group

Create / Display : User
ECMS System User == w Mame == w Is Active == w -
Reference
Update Date == w» E'_"I
Search Result : User [~}

10 w0 x e

PT-CCCAM-CPTYADMIN PT-CCCAM-CPTYADMIN Yes

PTBGALPTTGXXXAPLSLIM PTBGALPTTGXXXAPLSLIM Yes

e o s

PTCE-MG-ADMIN Monica Gomes Yes

| iiii |

USAR A SELECAO DE UTILIZADORES
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CONFIGURACAO DE ACESSOS
CONFIGURAR UM GRUPO DE PERFIS

Médulo Reference Data > Access Rights Reference Data > Group

Edit : Group
Group Id Group Name
PTCB-DRMOP-OPERATOR DMROP Operator

Assigned Roles Group Properties
Assigned Roles [3] Group Properties [1]

Assigned Users

List: Assigned Users

10

PTCB-DMR CARLA MARQUES Carla Marques

07/12/2022 22:01:32:360 PTCB-MG-ADMIN
PTCB-DMR CATHERINE LEMOS Catherine Lemos Yes 09/12/202210:19:50:224 PTCB-MG-ADMIN
PTCB-DMR FRANCISCO GASPAR Francisco Gaspar Yes 12/12/2022 20:46:43:798 PTCB-MG-ADMIN
PTCB-DMR SARA CALADO Sara Calado Yes

07/12/2022 21:53:22:204 PTCE-MG-ADMIN

SESSAO DE FORMAGCAO SOBRE O ECMS DEZEMBRO 2022
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CONFIGURACAO DE ACESSOS

CONFIGURAR UM GRUPO DE PERFIS

Médulo Reference Data > Access Rights Reference Data > Group

List: Assigned Users

1

PTCB-DMR CARLA MARQUES Carla Margues
PTCB-DMR CATHERINE LEMOS Catherine Lemos
PTCB-DMR FRANCISCO GASPAR Francisco Gaspar
PTCE-DMR SARA CALADD Sara Calado
Create / Display : User
ECMS System User == w
Reference
Update Date == w
Edit: User
ECMS System User Reference Name
User Properties Groups

User Properties [0]

Groups [0]

Yes
Yes
Yes

Yes

Name == w

Is Active
v

Security Role

Security Role [0]

07/12/2022 22:07:32:360
09/12/2022 10:19:50:224
12/12/2022 20146:43:798

07/12/2022 21:53:22:204

User Multi Tenancy

User Multi Tenancy [1]

PTCE-MG-ADMIN
PTCE-MG-ADMIN
PTCB-MG-ADMIN
PTCB-MG-ADMIN

I Creale I
(A

Is Active == w v

| © Create | Q Search

(] A

SEGUIR OS PASSOS DE CRIAGCAO DE
UTILIZADOR

IEE

SESSAO DE FORMACGAO

SOBRE O ECMS

DEZEMBRO 2022
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CONFIGURACAO DE ACESSOS
CONFIGURAR UM GRUPO DE PERFIS

Médulo Reference Data > Access Rights Reference Data > Group

Create / Display : Group

Groupld == w Group Mame == w Update Date == w

Search Result : Group

PTCB-DMROP-OPERATOR

DA A
&

UTILIZADOR COM PERFIL 2 OLHOS,
CRIACAO FINAL

SESSAO DE FORMAGCAO SOBRE O ECMS
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SESSAO DE FORMAGCAO SOBRE O ECMS

CONFIGURACAO DE ACESSOS
ATRIBUIR UM GRUPO DE PERFIS A UM UTILIZADOR

Médulo Reference Data > Access Rights Reference Data > Users Create/Display

Create / Display : User B
ECMS System User == = Name == = Is Active == = -
Reference
Update Date == = ﬁ

Edit: User B

ECMS System User Reference Mame Is Active
PTCE-DMR VITORIA AFONSO Viteria Afonso v
User Properties Groups Security Role User Multi Tenancy

User Properties [0] Groups [0] Security Role [0] User Multi Tenancy [1]

List: User Properties

i1 Q%2 «ﬁﬁ
SegregationConfig Default_111PT1
DN CN=bpu063762, OU=12sgui, O=bgalpttg, D=swift

DEZEMBRO 2022
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CONFIGURACAO DE ACESSOS
ATRIBUIR UM GRUPO DE PERFIS A UM UTILIZADOR

Médulo Reference Data > Access Rights Reference Data > Users Create/Display

Edit: User

ECMS System User Reference Name

PTCE-DMR VITORIA AFONSO Vitoria Afonso

User Properties Groups

User Properties [2] Groups [0]

List: Group

s Active

v

Security Role User Multi Tenancy

Security Role [1] User Multi Tenancy [1]

QB

No results were found for the search criteria specified

Edit: Group

Security Group

PTCB-DMROP-OPERATOR

- LISTA DE GRUPOS ASSOCIADOS A INSTITUICAO

QEB

SESSAO DE FORMAGCAO SOBRE O ECMS
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CONFIGURACAO DE ACESSOS
DEMONSTRACAO ECMS

target

Welcome ETU210 | 2022-12-13 15:02
Stage: EAC | Version 1.0.4 | Go Sign Client: & 5U & MU

-, Services List

Choose an Application and your System User Reference

Choose a Service

0O &2 O @r2s O #ies o g ecus
Choose Component or Application Choose a System User |3
™ zecms ™ O scvs Access

Submit
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https://esmig-eac-portal.emip.swiftnet.sipn.swift.com/

TESTE DE CONECTIVIDADE
CRONOLOGIA DA FASE DE TESTES

TN S R S I Plano de projeto

em revisao!

* BN GO
Operational testing

o

nd T2S interconnection

2022 2023
Oct Nov Dec Jan Feb Mar Apr May Jun Jul Aug Sep
CSLD go:live * CSLD Stabilisation phase
e ey -—--jS===S==sS=zZzs-Sz-sSssDSssDoso=s
Connectivity test I Community Testing . .
NCBs, CSDs, Tpg' e | Phase 2a Community Testing Phase 2b
: w Business day and
I CLM mtircennection
| slot1 ! 4
I ') CLM interconnection slot 2 a

Configuracdes BdP:
» Dados referéncia contrapartes

» Contas
* Pools
Contrapartes: Cont.rap~artes: -
« U2A - Utilizador Administrador acede a pagina de entrada do ECMS * Criacao de utilizadores
« A2A - Utilizador A2A envia mensagem e recebe admi.007 * Verificacdo de dados
¢ ¢ ® 17-21/04
FEV. MAR. ABR.
2023
20/02 20/03 14/04
PRE-MIGRACAO
DEZEMBRO 2022 64
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TESTE DE CONECTIVIDADE
CRONOLOGIA DA FASE DE TESTES

Critério de saida da fase
de testes de conectividade
e de entrada na fase de
testes funcionais.

A

« Contas
* Pools

Contrapartes:
« U2A - Utilizador Administrador acede a pagina de entrada do ECMS
* A2A - Utilizador A2A envia mensagem e recebe adm(i.007

Configuracdes BdP:
» Dados referéncia contrapartes

Critério de entrada na
fase de testes funcionais.

A

Contrapartes:
» Criacao de utilizadores
» Verificacdo de dados

g ® ® 17-21/04
FEV. MAR. ABR.
2023
20/02 20/03 14/04
PRE-MIGRACAO
DEZEMBRO 2022 65
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CONTACTOS

+351 213 128 206 - Mdénica Gomes
%} +351 213 130 489 - Sara Calado

+351 213 130 038 - Eva Janeiro

+351 213 130 392 - Carla Marques

monetary.policy.operations@bportugal.pt

REUNIAO DO GRUPO DE CONTACTO DO MERCADO MONETARIO

6 DEZEMBRO 2022

66


mailto:monetary.policy.operations@bportugal.pt

LIGACOES E DOCUMENTACAO

BCE:
Home > Payments & Markets > TARGET services > ECMS > For professional use
Home > Payments & Markets > TARGET services > Shared features > For professional use

SWIFT (e-Ordering):
Home > mySwift > Ordering > Order products and services > Eurosystem Single Market Infrastructure Gateway (ESMIG)

ESMIG Pré-Produ¢dao/UTEST:
https://esmig-cert-portal.emip.swiftnet.sipn.swift.com

ESMIG U2A Qualified Configurations v1.3.4
TARGET Services Connectivity Guide v2.0
= T2CRDMConfigurationGuideforPaymentBanks
Explainer on authentication and authorisation of instructions in the ECMS
Business rules in the ECMS
U2A and A2A roles in the ECMS
Strategy for ECMS migration and testing
ECMS user testing - terms of reference for pre-production environment

REUNIAO DO GRUPO DE CONTACTO DO MERCADO MONETARIO 6 DEZEMBRO 2022 67


https://www.ecb.europa.eu/paym/target/ecms/profuse/html/index.en.html
https://www.ecb.europa.eu/paym/target/coco/profuse/html/index.en.html
https://www.swift.com/myswift/ordering/order-products-services/eurosystem-single-market-infrastructure-gateway-esmig
https://www.ecb.europa.eu/paym/target/coco/shared/docs/ecb.esmigcoco221013_ESMIG_U2A_Qualified_Configurations_v1.3.4.en.pdf?7b09d0010e3a10164f09a1578fe34b47
https://www.ecb.europa.eu/paym/target/coco/shared/docs/ecb.esmigcoco220630_TARGET_Connectivity_Guide.en.pdf?d29956b658c28421de75fd9b05354030
https://www.ecb.europa.eu/paym/target/consolidation/profuse/shared/pdf/T2CRDMConfigurationGuideforPaymentBanks.en.pdf
https://www.ecb.europa.eu/paym/target/ecms/profuse/shared/pdf/ecb.targetecms210707_Explainer_on_authentication_and_authorisation.en.pdf?abb63e3d53f4005705fbc8c91cffa7da
https://www.ecb.europa.eu/paym/target/ecms/profuse/shared/pdf/ecb.targetecms220930_Business_rules_in_the_ECMS.en.pdf?15fd7c6b42b0e093cc8e23d151370d7c
https://www.ecb.europa.eu/paym/target/ecms/profuse/shared/pdf/ecb.targetecms210615_ECMS_U2A_and_A2A_roles_updated.en.pdf?f7efbc1352ce1d1c8cd0f60e1bcef574
https://www.ecb.europa.eu/paym/target/ecms/profuse/shared/pdf/ecb.targetecms220228_Strategy_for_ECMS_Migration_and_Testing.en.pdf?8143acfb094ce243ceb5d2e2e7dab1a6
https://www.ecb.europa.eu/paym/target/ecms/profuse/shared/pdf/ecb.targetecms220405_ECMS_User_Testing_Terms_of_Reference_for_Pre_Production.en.pdf?a6b57add6bcbdf5485a3def31b7c4239
https://esmig-cert-portal.emip.swiftnet.sipn.swift.com/
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ANEXO | - OPERADORES DE PESQUISA @

== Equal to

= Different from

“ Field is null (empty)

I Field is not null (not empty)

> Superior to

< Inferior to

>= Superior or equal to

<= Inferior or equal to

(] Between two values e.g. [1000;2000]
0 In a list of values separated by ;

) Not in the list of values separated by ;

~ Looks like the text, using % to replace any character
" Text starts with

FONTE: ECMS USER HANDBOOK V1.1
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ANEXO Il - ICONES MAIS FREQUENTES

SESSAO DE

FORMAGADO

SOBRE

[0}

This icon enables you to go to the previous screen.

This icon enables you to minimize the screen.

This icon enables you to maximize the screen.

This icon shows the number of records displayed in the list.

Maximum size results recovered by the application is 10.000 records.

This icon enables you to export the results to an Excel file.

This icon enables you to export the results in different formats (pdf, csv and
xml)

This icon enables you to filter the results.

This icon enables you to delete the record selected.

This icon enables you to save the current search.

When you click on the Star Icon in Search Screen you have the possibility of sav-
ing current search or to select a previous saved search.

This icon enables you to refresh the current search.

This icon enables you to save the reason to deactivate the Reference Data ele-
ment

This icon enables you to edit the selected record

This icon enables you to select a date from a calendar.

RIGCIElS] *mﬂ@%ﬂnﬂw

This icon enables you to search for data from a selection screen

FONTE:

ECMS

ECMS USER HANDBOOK V1.1

DEZEMBRO

2022
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ANEXO Il - CARACTERES ACEITES

a-z 26 small characters of the Latin alphabet
A-Z 26 capital characters of the Latin alphabet
0-9 10 numeric characters
- Hyphen
Colon
( Opening Parenthesis
) Closing Parenthesis
Full Stop
’ Comma
‘ Apostrophe
Space (blank)

FONTE: ECMS USER HANDBOOK V1.1
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ANEXO IV - FORMATO DO DN NA CRIACAO DE UTILIZADORES

SESSAO DE

1.1

Examples allowing access to ECMS via SWIFT

Notation in Swift interface software
(SAGISNL/SAA/! Alliance Cloud)

Notation in CRDM

DN for (A2A)

Example 1:
cn=p23,ou=a2a,ou=t2 ou=prod.o=echfdeff o=swift

Example 2:
cn=t2prod o=ecbfdeff o=swift

Example 1:
CN=p23.0U=a2a 0U=t2 OU=prod,Q=echfdeff O=swift

Example 2:
CN=tZ2prod, O=ecbideff O=swift

DN for (U2A)

cn=john-smith.ou=t2prd.o=gcbideff, o=swift

CN=john-smith, OU=t2prd, O=echfdeff, O=swift

DN for (PTA)

cn=xts3,o0u=t2 ecbfdeff o=swift

cn=xts3 ou=t2 ecbfdeff o=swift

1.2 Examples allowing access to ECMS via SlAnet (Nexi-Colt)

Notation in SlAnet

Notation in CRDM

DN for (A2A)

CN=bls,0U=A2A 0=12431,DC=sianet,DC=sia,DC=eu

CN=bls,OU=A2A,0=12431,DC=sianet,DC=sia,DC=eu

DN for (U2A)

CN=John Smith, OU=U2A, 0=12431, DC=sianet, DC=sia, DC=eu

CN=John Smith, OU=U2A, 0=12431, DC=sianet, DC=sia, DC=eu

DN for (PTA)

cn=application,ou=prod,0=12431, dc=sianet dc=sia,dc=eu

cn=application ou=prod,0=12431 dc=sianet,dc=sia,dc=eu

FORMAGADO

SOBRE O ECMS

DEZEMBRO

2022
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